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Securing the Industrial Internet of Things



Patients & their Data Sit On Top of IIoT Systems
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§ A single ePHI record can be 
worth as much as $1,000 on the 
black market, easily the largest 
value for a cyber criminal. –
Information Week

§ Healthcare accounts for 25% of 
all data breaches making it the 
number one industry target.   
- Becker Hospital Review 4/11/19

Designing Secure Systems Is Not an Option
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https://www.darkreading.com/endpoint/why-hackers-love-healthcare/a/d-id/1331537
https://www.beckershospitalreview.com/cybersecurity/healthcare-is-no-1-industry-affected-by-data-breaches-3-cybersecurity-trends.html


UPS

• 30 day patient mortality rates increased in all time frames 
after the breach

• The increase in mortality rates amounted to 0.34% - 0.45% 
increase 

• This equates to undoing a full year’s worth of mortality gains 
for an average hospital

§ A major study by Vanderbilt University of 5 years worth of 
data from 2619 hospitals showed the following:

Healthcare Breaches Increase Patient Mortality
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https://weis2017.econinfosec.org/wp-content/uploads/sites/3/2017/07/WEIS_2017_slides_2.pdf


UPS

• The Russian attack on Ukrainian 
power plant used control room UPS 
systems for their attack

• The Staminus cloud attack used PDU 
units to attack the data servers

• Lighting systems have been 
completely taken over in multiple 
facilities

§ Major cyber attacks have used IIoT systems as key points of 
attack.

IIoT Systems Are Being Actively Exploited
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§ IIoT security problems are so 
pervasive that the Department 
of Homeland Security has set up 
a special division just to deal 
with cybersecurity problems for 
Industrial Systems: ICS-CERT

§ ICS-CERT now issues about 1 
new Industrial System Security 
Advisories every day!

Designing Secure IIoT Systems
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https://ics-cert.us-cert.gov/advisories


UPS

§ SNMP
• Version 1 – No encryption security.  All messages 

broadcast over the network in plain text
• Version 2 – minimal security.  Easy to crack and view.
• Version 3 – some security but already hacked 

§ Modbus
• No security

§ BACnet
• Over 90% of all existing BACnet systems have NO 

encryption security implemented
• New BACnet specification promises security but, we 

will have to wait until it is well tested 

IIoT Communications Are Vulnerable
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https://www.usenix.org/system/files/conference/woot12/woot12-final14.pdf
https://www.researchgate.net/publication/221654733_Security_Analysis_of_Multilayer_SCADA_Protocols
https://www.net.in.tum.de/fileadmin/bibtex/publications/papers/bacnet-amplification.pdf


UPS

Unencrypted Data Is Viewable By Anyone
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Hacker Search Engines Produce IIoT Targets
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Targting a BMS System
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Hospital BMS Systems are Easily Found
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§ All major national security 
standards require protecting 
critical power systems such as 
UPS and PDU units and building 
control systems, such as BMS 
and lighting control systems.

But SNMP Communications are VulnerableStandards Require Secure IIoT Systems
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BACKUP POWER MONITORING AND CONTROL
164.308(a)(7)(ii)(C) Establish (and implement as needed) procedures to enable continuation 
of critical business processes for protection of the security of electronic protected health 
information while operating in emergency mode. 

HHS Security Bulletin 2: “When a covered entity is operating in emergency mode due to a 
technical failure or power outage, security processes to protect EPHI must be maintained.”

ENVIRONMENTAL MONITORING AND CONTROL
164.304 “Physical safeguards are physical measures, policies, and procedures to protect a 
covered entity’s electronic information systems and related buildings and equipment, from 
natural and environmental hazards…”
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HIPAA Standards for Power & Enviro Systems



UPS

Company 
Network

What Are The Best Practices for Protection?
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§ With cyberattacks being an everyday occurrence, if 
you fail to plan to protect your site, then you are 
effectively planning to fail.

ü Cybersecurity needs to be part of your basic 
engineering design.

ü The design must be tested in commissioning
ü Follow up after commissioning to ensure all 

cybersecurity features are up-to-date



But SNMP Communications are VulnerableUse Firewalls
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§ If you have millions of dollars of facilities equipment, 
you are not going to keep them safe with a $400 
firewall

§ Place your firewalls between your BMS/Control 
System servers and the primary connection to your 
network

§ Ensure that your firewall firmware is continuously 
updated

§ A Firewall is NOT a cure-all but it is the first place to 
start for security



But SNMP Communications are VulnerableUse a Firewall
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But SNMP Communications are VulnerableSegment from the IT Network
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§ NEVER put your control systems on the IT network.  
Some of the biggest control system breaches have 
occurred in this type of a system

§ Create a De-Militarized Zone between your control 
network and the IT network

§ Segment each logical group of devices on your control 
network into their own subnetworks



But SNMP Communications are VulnerableSegment from the IT Network
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But SNMP Communications are VulnerableUse a Virtual Private Network
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§ A VPN provides a secure, encrypted login to your 
facilities server

§ A VPN provides encryption between your browser and 
the server for all communications

§ There are LOT of choices and you need to make sure 
you have the right VPN for your network



But SNMP Communications are VulnerableUse a Virtual Private Network
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But SNMP Communications are VulnerableIts a Difficult Task But, Good Planning = Success
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§ Hackers are banking on the fact that most facilities 
systems are not well protected.

§ By placing the proper security systems in place, you 
force the bad guys to go find an easier target than your 
own

§ If you follow the steps and choose good products, you 
can reduce your liability to near $0 because you will be 
using the latest security designs and best practices



But SNMP Communications are VulnerableWant to Know More? 
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Cyber Security Podcast 

https://www.stitcher.com/podcast/anchor-podcasts/cyber-security-risks-and-solutions
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